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[0 0 6 1 ] 

El 6 (i, ^m<^>m 1 <DmMMWUZ&li2>ACLT>-?\s- h *7fi1rmxhZ> 
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o HieCti, y r 4 )^ 9 4 -7°tf rRESEARC H P L A NJ K4r ^ ^ 

> h Iztiir&A CLr >7'1/- F^^titv^o 
[0 0 6 2] 

[16 ^£*iTv^ J: ACLr>7°l/- MKi#!lxJ2' [User t y 

p e (JL— f * ^ -7°) J > [Access type (T^-trX^^-7°)J, [ 
Permission (I^oT'lf $R) J , fci^ TR e q u i rements (M 

[0 0 6 3] 

mZTT^mU-CJb <9 , ^W^-Cti, [author ( * > M«#) 

J, [Approver J. [d i s t r i b u t e_t o (SE^Pt'c 

[0 0 6 4] 

T*&lK [Read ( > h^^K) J , [Write 

(K + a^>f(7)tlM) J , [Print ( ^ > t> <Df$W\) J , [H 

a r d c o p y ( > F^- Knkf-) J tLTv^ 0 

[0 0 6 5] 

[H^lt^J li, K^ra^>M l<7)77^7H^f^Al loewd (ftnT 
(/Denied (Iglh) £^--»f <7)«« (User type) r^C^fi 
<0T-&£ o 1?iJxJ£\ [16 H7F£ft£ AC Lv-yy'U- hTfi, [author ( 
K*i* > MW^) J li, [ReadJ, [Pr intj „ feitF [Hard 
c o p yj CM L-CT^-tX7& ? St"T^tiT^ ^ [W r i t ej C|LT7 7-b 

[0 0 6 6] 

[^Sf?rtJ (±, x.—>fffi3Z4tfimh**^*yh 1 3 fc^fflf #T 
^-fcX 94 7/T-^£ft£^3^£*iT^£ 0 H 6 <D A C L x > 7°U 

- h-eii. R&S^J t LT, [P AC (Private Access)J 

[BDP (Background Dot Pat tern) J , [EBC( 
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Embedding Bar cord) J , i3J:D f TRAD (Record A 
udit Data) J ^$jiTv>4 0 4i3, [PACJ, [BDPJ, [E 
BCJ > &J;^ [RADJ tcov>T(i, &t5£'#iE't&o 
[0 0 6 7] 

7 - ^ 7 n - -fu >f*7 A 2 0 l±, 7-^70 — If # 12a<0[< status 
>J £ [Approval J K Lfc&, fE^Ufi 2 2 rt^ACLf 

>7'1/-FDB2 3 -e^Sl^tLTV^ 1 o^lWACLf >7*U- h^«b, 7- 
?7n-flf$Ri 2 a fcSEiJiSft-CV>S7T-f ;i^>f 7U*frt£LfcAC L -r >7'P 
-h^ffitBi-^o *H*fc^®-C{±, [H5<7)J:^ii [7rf A^ -T^l a« [RES 

E A R C H P L ANJ t^^9-^7D-iil 2 a tC^o'V^T, 7-^7n 

-7"n^7A2 0li, 12 6 H^$*L& X n & [RESEARC H P L ANJ <D 

ACLf >7^- h zmtti-r&o 

[0 0 6 8] 

7-? 7n-7°n^7A 2 0 ti, Jfitii LfcAC Lt->7°1^- h 7- 

^7n--itigi 2 atcifi^^nrv^ rftjs*j > r*e#j , rse^ 

J <7)mm (i-t'ID) ^JfALT, 17i:^?^J:-)^ACLMtl»o 
[0 0 6 9] 

H7(±, ^wom i <r>mw&n^imh ac L^-fli^ta-ciSo m7 

Kfi, 7-^7n—|ffHl 2 ai:g?W PfPJ&#J , l"*K#J [@£ 

^ 7feJ ([author 0 0@o f f i c e. c ornj > [approver 

0 l@o f f i c e. c ornj , [user 1 0@o f f i c e. co mj 

. [user 1 l@o f f i c e. comj^ [user 2 0@o f f i c 

e. c o mj „ [use r_2 l@o f f i c e. c o mj ) Ztl^tLK&lf 2> 
T 9 -fc 7, mWTV- $ tLT v>4 o 
[0 0 7 0] 

7-^7n-7°n77A2 0ii, tUtL^ACLS:, MBfCfflV^: 7 - 9 7 
o— IffRl 2 a KffiifcSft-CHfc K^a^ > h I D UMiI#ttT A C L D B 2 4 

[0 0 7 1 ] 
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/M 1 <h£ K + *^ > fftiyn^7A2 1 Kig-to K*^* > M^fi^o^ 
7A 2 1 fi, 4jS$nfcACH:i^t, > h 1 1 £7°n-r ^ h U 

K# a ^ >M 3 £^J&1-£o 
[0 0 7 2] 

[0 0 7 3] 

-Cl-C\ EJ5£fflv>T, ^m$mm^&lfZ> AC L fcffiv^fc K**,* > h 1 1 
[0 0 7 4] 

a* > hfemy'ur? A 2 1 (i, K^a^ > h 1 1 iZTt-kXWto'*)—'* 

T)Vu~i)Xl* (RC 4. Triple DES, *fflKK*a 
^ > h 1 1 £ff-SHfcU Um K^ra> > h 1 3 ^4St^MHf% 
[0 0 7 5] 

f^utDt:^:Ep«!iftia*i#-efT"9^ *&v>i±-/»; >^^^'^ntf ^-e^^a^r 

[0 0 7 6] 

K*a> > h T^-b^7°n^*7 A^Og^Ul/S £T A C L ^#ML, K*.a* 
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[0 0 7 7] 

K^fj.^ y Yi%my°v?'y A 2 1 (2, K*a^>M 1 io <fc ZfA C L £$tf#-f 
ii, fc^mm-t 2>W£%m (Key) ££j£U L£Bg-S|-^£i£^-f h K 

^ri^f i D^M^soit-c, %zmm.m.2 2 \zgmc+z> 0 

fcBT^-ftU Bf-^-fbL/c K + i^ y h 1 1 tC^LT K*a* > h I D^ffJnLT 
[0 0 7 8] 

T?-txmmV--^2 (i, £j£L£fl^i K^ap< > h 1 3 y h 7-? £4b 
[0 0 7 9] 

(i, Wi^lC^ •yt-y'S:^t-5ii , LT, .3.-- if£ 

[0 0 8 0] 

- Kt^T^-tx$lJ^-9--/-f2^^f Lt, j.— 9*SSE*5l*:-*-4o 
[0 0 8 1 ] 

9*«rf5p5c"f * T^-tX$IJ^-^-/^2 (i, ACLDB2 4^#1U K 
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^2 it, ^(D^^Tjk-rmmmwLt t u:, «»K*a^>h i zz^it-tztz 

[0 0 8 2] 

T9*xmwv—'-<2frc> mmmm tti>K, mmm tumw^rtamL tz 

-*HLLT K + a> > h 1 1 KH7C1-&o 

a-t?F^a^>f 1 1 <^pJEj!lJ£^L TV K*^>h 

£ Q 0Ox.tf, fS»K3rJ.*>h 1 3 t: B D P ^ISfr i L 1 1^ ? ti t i| 

^■izit, i l <7>i*i#£ t i>KM®czm-f&o 

[0 0 8 3] 

L fcillfr * BUM-*" & - <h /Wifc & & o 
[0 0 8 4] 

Tt-txM'M^-^2 it, Um K+a> > h 1 3 £7-? 7n-t7v 
xH2 5<7)-g&<h LTlEfl=gg2 2 CMltiil, -e<0{£fl K + a^ > h 1 
3 t:7^-fe^t^.f:i6(?)URL £mi^ - ^ti-fS* 4 «fc n \z IT & 

i v> (0lJx.(iTh t t p : // server /w orkflow?wfid = 01 
1237835* o 
[0 0 8 5] 

ttz, T?-t*umv--^2 it, a.-Hf»5^4 tmutz, ^m^^nsxt/ 

[0 0 8 6] 

±ffi<7)«t -){:LT, T ?-txmffly--;<2 it, frMZtiti K^tjl^ > hor? 

h^ie^t^o i^ot, r ? j c^vm*t-^2 it, T?-txmm<v$>z>3-—*rtz 
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[0 0 8 7] 

h 1 1 ^^Sit^T-'-^^^-vy h<7) K^a^ > h^0^3&$! i g£&£>^D#> 
ML, f^L/: K + a^ > h * K^p* > M£II:/n^A 2 1 Hjti"«t 1 K1" 
^tJ:^o ^lJx.(i\ K*i^>b 1 1 rt r M icrosoft Word 
HO O77^t?*ot, K + a * > M^H^n A 2 1 izt oTflbl&T'- 
9 -7 *-~?y h&P D F 7 r 4 ;l/-C&&*#£\ 7-? 70-^n^5 A 2 0 (i, 
Microsoft Wo r d Srigift It, Wo r d "7 r -i A d o b e A 
crobat (SiiSS) otPDFt:^L/;±t, K*a^>h 

f*l^n^7A2 1 tcft-to ^oT, f«#3Sf* 1 ^«t^ K^tjl > > h 1 1 
<DT- 9 -7 Y ii, PDF H^ifei"* Ci:^!^ & WT**Wf^ 

[0 0 8 8] 

^ > h 1 1 ^<M£fl K^tjl^ >M 3 ££j£L-C\/*&j& s , T 9 -t '2 
rfrj -? yu -mm. 1 2 a 3 H T< s t a t u s >J 

Uv^ 0 r *-fc ^2 (±, *E#3»* 3 J: 0 (*B/ 

lK*a>>H3 ^-^7D-t7'yx 9 Y 2 5<D—^t LXtikffLXte < 
[0 0 8 9] 

*mmfmi<z&iir2>&ftimmm ( tpacj , tbdpj , tebc 
j , a tradj ) cov^t^t^o 

[0 0 9 0] 
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m 8 (±. *&m<omi (Dmrnm^&rt&x.— f^*4 o 2icj:^>«»i^^ 

^i-gl-eab^o 11 8 H^^nrv^ J; ^ i-fS*4 0 2ii, K^r^^>h 
ep«ijyn/7A4 2 It, y; Y? 4 '*t*^-t&o itz, a-fS*4 0 

[0 0 9 1 ] 

, HI8J3 ctCKHig £ffi^T, epffiij^f+t LT PA C^SeSft t%&<n K^r 
^ > h £Pffii] 7°n^'7 A 4 2 1 <7)»j^t3ov>T|^0^i-^o 
[0 0 9 2] 

( 1 ) K4f y F£P«7 , D^7A4 2 1 {iP AC^7t^tLTv>^ V^-j. * 

y Y ^enffiij-r^i^iKi, g]9 n^-r i d v 0, J > h y-f ru y^^jr^^tz^-k 

AIfeS'J#^" (Personal Identification Numb 
er : PIN) ^A^Jt^y'-f 7D^*^-fS*4 0 2 
, -X-+FUP I N60Atl^^*i-^o 

(2) i-fS*4 0 2^)A^l^fflW-OTIN^AWt, K 

> hgn^ij-7°n^7A 4 2 i (±, -n^y; y? '<\,zwcfcL, wmz 

yi; y $ K9>f K+^^ > M>e>P o s t s c r i p t OPDL ( 
Page Description Language) "CiejlE $ fltz^WiT— 

9 ( p d l t"'— 9 ) u enffiij^m^tB* h u ^ & ^oenisij v 3 rt* fR^is 

j$U:PJL (Print Job Language) T— 9 £ P D L -f — * 

^7feal^#t)Pi--2)o 7»; K^-r f>cp j hr-9(D—^t ltpin 

ZitmL. Z<DP J Lf-^#^PDLf-^^7 0| J 4 0 3 
7°'J>^ 4 0 3 (±, P J Lf-*ft§ PDLf-^^fitfU tPJ Lf-^ 

> * 4 0 3 rtg^lS'lS^S (H D D & tz P J L ■f- § P D L r'- * £f£ 
^-f ^> 0 jl— Hj-^tp i N£-7°>; >^ 4 0 3W^Wya y^^)\smLx\t) 
-tht, 7°i)y? 4 0 3itXt)^tifzP IN^PJ Lf-^i:t^l.P I Nch 
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(3) 7°'J >^ K7^f^i:P I N#1^I4^\ 7°'J>^4 0 3 

[0 0 9 3] 

Ufc^TfllfiiflSfT ffiTKA* L£&0£|WI— OP I N ffAJj ^ii^iT*K+a^ > 
hOT/'J > h T-7 h^T/'J 4 0 3^t>tb*$n^ < CO£#>, K^a 

* > hO-7°'J > h^-7°'; >^ 4 0 3 CTffi5ftK&it$*l£ C <h < * •) 

^ 4 0 3 ^HHSSL (Secure Socket Layer) X*% 
[0 0 9 4] 

K^a^>hEPi7'n^7A42 UWi ndows (g^iSEO D 
oma i n<DJ-—*f^mtmmZ-$X, J-—*f H*t LX P I NO A7J £^ L& 
v>J: -) C LtiJ:v^ 0 P I N £^--"fKA7J S-tf&O-CJifc (, Win 

dows (giljSHO Doma in^C>lSn^t>^jL-f ID»L 
> 7*V > hf-^ t b. i> IZZL — -if I D£7/M 4 0 3^S£ft-1-& ^0 tci-^o 
■/'J 4 0 3 (i, jfr^W-v a >/^wK-a-f>f)^U7 - KA7j£^lt 
, fOi-f IDt/U7-KttWi ndows (tili) Domain 
O^-^lHE^t^ffl^T^-^JE^T^ ^tWfyu > F77 M-&J: 
Tia'C^^ Wi ndows (g^iM) Doma i nt:R5£$tLf, ? 
**A$nr\/>*A-Hf|fatil»$-e:&Ci:t?, .x— iflcfcoTiBttfcP I N 

[0 0 9 5] 
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(1) K + a^>h£Pl7 0 D^7^4 2 Hi, EB C /^t£5e £ *1T K^r 

> h ^epfinj-r -spin; k*a* > h i d^^-t^-^- puntr---? (xj± x — 

(2) K4a^>^Pl7 p D^7A4 2 1fi 1 ^J&L^-ri- KIHtx-^ 
£X ? >7°!Ht<!: LT"7°'; K7^f^t:t7 h U 7 P 'J>^ 4 0 3 ^£pj|j5ij£fg 

<tn<7) y «; y $ £ ma-t j: -9 K -3- - -9-* s£n l , en bj £ tf t> -r k mi * -t & 

o 

[0 0 9 6] 

4r J- * y h I D Kn , ®ffe0E*flX <9, 77 7^ £Hf & f 

7t -b * a 'J x -f fiffctf* nTgg 4: * o 
[0 0 9 7] 

(1) K^ra^>Fepi7°n77A4 2 Hi, B D P ri^KSe £ *itv>5 a. 
Xm%i-& Ichiro, 2 0 0 2/0 8/0 4 .2 3 M7: 10 

) o 

(2) K*a> > hftim-fuy? A 4 2 1 (±> K^r ^ > h <7) "7° U > h T ^ h 

o 

( 3 ) K jl ^ y V tm\-7°u 2 1 14, LfcfllliRMflfc** ^>7"t 
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LT^'J K7^f^'C^7 7 5, J>^ 4 0 3 K K^r^ > h<7>£pJSiJ 

(4) 7°i) y ? 4 ;^zBDPmkm-?£%^*m£. t^^^7"'j>H0 
3 Olsten mZV-tf- h LT^^t^:ii, Hfe^^JSiJ^-^'-K- h LTv^giJco 

[0 0 9 8] 
[0 0 9 9] 

t/j, TRADJ (i, T^-trX^IJfip-^-/s-2 l*I<7M£Ii > h 1 3 \ZT tr 

•bXL fz jl— 9*o n ^ £|5iii- -6 Mt^l) 0 
[0 10 0] 

ja±&9§L7t«J:-9 ^*fe^®.^«t*L«f, K*a^ > h 1 1 C«4i-f I 
D, & XV 7 t4)V9 <i •?%t*tf7F2tlT^Z> r 7-? yu-mWil 2 a AC 

* > h 1 1 t:iift-5ffi^a-f OAC L ^t:4itS I t^nlit 4S e 
[0101] 

(i2<7)iiii) 

CACLf>'7'l/- h£&£LT*3<0!l«:8iiJI!Lrt:o #Hifc^JB5"e»±, Blf^O-b 
^'Jf^f'J y-tz36c?^-C, »IK*i>> h 1 3 *%miTZ> 0 
[0102] 

0 1 0 C, T^-tr^$IJ^-^-/s-2 Offing 2 2 tc|£§l£ft£-fe*^ V -r -f *° 
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fljx.ti\ frm (Category) T^M* (Technical) J "C 
fft^lx^;!/ (Sens it i v i t y) (Medium) J CO K^r J > 

M ll±, *f3*'J (Category) ?S S (Technical) J"C 

IM (Level) i { ^ (Medium) J X(i T± (High) J <7).x-+r 
l^fLt, raK (Read) iiitnj i-£^R A D ZWft t -f Z> Z\ t , TOJ (Pr 
i n t) it^-thtf? KCtBV? tEBCtRAVtZmftt-trh^t. R 
V\ A-K^t- (Hardcopy) i±ft oj L fcv».I 1 tmfc £ tLX 0 

ffflftHJ— 2 (±, -b a 'J -r * *° 'J v - Of- * £ £TO J: *?^TiE 

[0103] 

mi i (±, ^§%mcom 2 commifzw-^&if & y*^.*>b i 107?^^^ 

Ell 1 <7)J; -9 47y tf >^*T--r;Ki, [*]<7)f2$l£lg 2 2 

[0 10 4] 

ii li^^ntv^i^:, -v y tf >^*-f -r;v-e(i, K*a^>h«77 

'f JW* 7°<h, Security attributes (-b^a'Jf Jffite) 
t^Bl^t^ntt'S, t + i'lf^ HttKfi, [Category (5tif) 
J ioitf [Sensitivity dUSl"^) J ^£*i& 0 
[0 10 5] 

WT\ H5£ffi^T, -tr ^ a 'J f ; y - ^ i i ftT W HEI L 

f»*4i:ii, (fflx.li\ LCD) , A77^g (Mx.lt *-**-K) 

, fS^S (Witf, FDD, HDD) & Z*mz-tzu y \£ *- ?5?§*£Mffi-C 
£Z>o J--«*4 iZit K^fi^ > h 1 1 K*H*&T fir 0 tztbco 

[0 10 6] 

^a>>h7?-fe^7'n^7Ali, 9*3)1*4 Offiffl* C3-~*f) OA73 
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[0 10 7] 

^ > h 1 1 OBStf) 0A^^l3SU^a^#«r|g5Ei-* tHi:> Bf^b 
T^tfijXA (RC4, Triple DES, IDEA^W tfflv»T 
* y h 1 1 £Bf-SHtU ffciS K*a> >M3 ££j£i-**!yi*fT-9o 
[0 10 8] 

7^-tXilit-A2{i, ^-fS*4«7)a-f^K+a^> h 1 1 (f£fIK 
i >J x * v-«r#JS U ftlK + i^^ h 1 3 C7 * -b^t^W^^^ 

fcv\> 4**5, -b^a'jf ^f'Jy-(7)f-^li, XML £fflv>Tf5£!i£*LT\/>-c 
& J: 

[0 10 9] 

toll) tffefflZtitz^—FT-'-f^-Xt. MiK+a^>h 1 3&c<h'(7)J; 

-t^fa'Jf ^f'J v- (1?lJx.(;fEJ 1 0) fc, ~7T'i)1/94~y}l'fc%- 
[0 110] 

Si" -So Wilf, Windows D o m a i n^-fflli 

LTJ--Hf *«ai-*<t ^ &i#^Hf±, >ffr-"fTi)*jy V t ltt e c 
h n i c a 1 Me d i umOJ: -9 itO^ML, Ichiro <h v » -9 a. — -9* 
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J:-7tcK5ELTi3< #f =fU £ t £ fit * - <h ^ pj#g & & 0 

[0 111] 

t^a'Jf^f'J v-SrE^T, K^tjl ^ > h 1 1 H-t^ra'jT-fSll 

Zmirm&CDjc^Wli 1- ? 7 v - is ^<7)Mft*mW-f & o 
[0 112] 

>f 7° t -t * a. i; f -f JR 14 1 iStt 1 1 <b *i T v » A y kf > f - -7' > * # hs l r 
% 7-^7n — |f $g l 2 a gti/:7 7^;^^ ^KfcfrlSS Lfct + i'Jf^ 

JR14£, K4r^^ > h 1 1 K*.x* > hffiiyn/5A2 1 «-fo tfflxJi' 
, 7-^-7n—|ffgl 2 a "CR E S E A R C H_P L A ti/:^^CIi 
, 7-^7D-7'D^7A2 0l±, K^a^>M lfciWK^r^>>H 
DtiiC, EI 1 1 Of -TOW^-^fc-fe* a. 'J f -r St4<h Lt [Techn 
i c a 1 J t TMe d i umj ^K^a>> h {£H! ~7° n ^* f A 2 1 i:gto 
[0 113] 

K Y%BL"?U7 S 7A 2 1 (i, Bf-^£ffi^TBf-*Ht Ltz K^jt. 

p<> h 1 1 K*frLT F+i^ > h I DSrttflnLTffcSI K^i^ >M 3 ££j&-f 

o 

[0 114] 
[0 115] 

i-nt/U7- K<7)A7J^JL--9-H^*-r^o #!lx.(2\ K^^^>f77-t 
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[0116] 

- K^£7 ^-t^tii^+f--^-2^ifsL-r, -^--f'ISI£^^^i-^o 
[0 117] 

[0 118] 

7 * -fc * ftljfp -fr - / * 2 fi , ^-fDB^f) Hjtf# L ^ - W £ ^ tiM&R 
[0 119] 

[0 12 0] 

#lx.(i\ K+a^>b7^-t^7°n^7A(i, K*a* > h 1 1 oTOJ^tf ^ 
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[0121] 
[0 12 2] 

[0 12 3] 

JJJL±WWL^:J:9tc, *H*fc^lK-ett, T * flumps- 2 l±, 7 7 ^^ 
>h 1 1 Kf££jx~*fl DfcJ:t>*"7T 4 )V9 4 7°%:t , <nm%.%m¥k*Xt)'thtz 

^ r 7 -t x mmz^-W) izffizt tfnsm t%& 0 

[0 12 4] 

M^7^f7> h 7°n^7A 10l±, K^ri^ > h 1 1 7 
n-tf|Ri 2 ^ff^-t-SMt, 7-^7n-iSi 2fMtW®£r*'f 
U^S-tt-a&Sfc. K^ra^ > h l l £ J: ^7 - ? "7 n -If ^ 1 2 ££§lf 

[0 12 5] 

7-^ 7n-7°n^7 A 2 0 (± > 7 - 7 "7 o — |f# 1 2 a ££j&-f&M 

Mt, *K%»5it3^e>o r*©j i/wti r±nrj ^i-iffgn^o^Tv- 
?7D-t«i 2 a zmzmz-zmmt, aclt>7°i/- h ^fgit^Mt 
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h 1 3 fcSHgS-fra&Sfc* £7 *-fcX#J#p-*-^2 K^fr 
[0 12 6] 

ifc, > h^li7°n^^A 2 1 (i, K^ra^ > h 1 1 fciWi-S 

ACL (i^li-t^ra'Jf^f'jy-) H^-cJVT, yofn^tK+a^ 
> h-C&&f£II K*jl* > h 1 3 *7^-b^l»t-A20 

[0 12 7] 

£ fc, 7-f7>hyn^7A30 f±. If fR<7>£l$ff ^WtSMt 

, tiMfUD^fcftllfp-ra&Sfc, K^^n# r*EJ tfc(± l~£PTJ Ztitz 

%<nm¥k\t)*mm-rz>%mt^ r*Ej t*ptj s^i^'iff&o^s 

[0 12 8] 

(SKK*^-* y h 1 3 £ft7c1-&M3£, v^icEPBl^^t^^It, * 
[0 12 9] 

* > M£fi7°n 77A2 1 , 7-f7>F7°O7'7A3 0> £ «t K 

[0 13 0] 
[0131] 

mioai*] 

mSE# 2003-3069760 



&MA 2002-299658 



^- v : 35/ 



■f - * ffgij 4- irrtvF £ ftT v > £ 7 - ? 7 n — |f m f#PiHf fgco f > -7° 

mi] 

[02] 

^?&m<r>%\(D mnfm k & tt £ 7 - ? 7 u - \%m^m$<nwm 

[03] 
[124] 

m <7) m 1 co «c ^ 1 1 £ 1 d THt # $ n £ 7 - 9 -7 u - -it 3* £ ^ -r m 

[05] 

^0^0^ 1 <Dmm%m^&tf z>3cmwir 7-7 70- ->7tA^^2 <t> 

[0 6] 
[07] 
[08] 
[09] 



tfJ!iE#2 003-3069760 



mm 2002-299658 



^-v: 36/E 



[HI 0] 

■*%kW <7)i2 <n?mffl& K & it & T * -fc x ffliffli'* - / ^ofESiUS t^ii $ n & 
[Hll] 

1 ffc*R%S8* 

2 T ^-trXftUflp-fJ--/* 

3 ^IS^"^^ 

4, 4 0 2 JL-^* 

10 \%mM5HT y Y-fuyjj* 

11 k^tjl^ y Y 

12, 12a 7-77D-f# 

13 $mv*3-*yY 

2 0 7- * V u-y'u >fy A 

2 1 Y*a.*y-\> j^liyn 

2 2 Ifill^e 

2 3 AC Lt->-7°P- hDB 

2 4 AC L DB 

3 0 =7 4 ry y -fur? a 

4 0 3 -fW9 

42 1 K j. ^ > h £p$ij 7°o^7A 



ttilHt 2003-3069760 



2002-299658 



1/ 



1] 



Q 



Q 



I 





i 


1 


1 










^ 1 0 
















7D- 






h 







e — m a i I £ , 



Regi ster 
/start workflow 



9—^ 37 n— 

t£^&U R L 



3 O 



2 0 



2 2 



2 3 



AC Lf >7l/- h 
DB 



2 4 



AC L DB 



2 1 



IBISES 



2 5 



rj — O □ — 



i 



11 | 12a 



t±ilE#2 003-3069760 



&M 2002-299658 



2/ 



[m 2 j 



7 t -f )\sttf$.WM 



Development of a new security sysytem 



I t -i )l>$ 4 -J : |[___ RESEARCH_PLAN 



auther _00@off ice. com 



~? 7 4 )\spy% : 




file 






theme_exp 1 anat i on. doc 



user_10@of ice, com , user_1 1@of ice, com , 
user_20@ofice.com, user_21@of ice, com 



approver_01 §of f i ce. com 



tB!E# 2003-3069760 



#fl 2 002-299658 ^- v : 3/ 

# 

[03] 





Development of a new security system 




RES EACH PLAN 




author 00@office. com 




approver i ^vOTTice. com 




theme explanation, doc 




user 1 O^office. com 
user 1 1 @office. com 
user 20@office. com 
user 21 ©office com 



[0 4] 



<?xml vers i on="l . 0"encord i ng="UTF-8"?> 
<workf low_info> 

<id>011237835</id> 

<tit le>Development of a new security sysytem</t i t I e> 
<docJ:ype>RESEARCHJ > LAN</doc_type> 
<status>wa i t_f or_approva I </status> 
<author>autor_00@of f i ce. com</author> 
<approver>approver_01@off ice. com</approver> 
<distr ibute_to>user_10@off ice. com</distr ibute_to> 
<distr ibute_to>user_10@off ice. com</distr ibute_to> 
<d i st r i bute_to>user_1 0@of f i ce. com</d i st r i bute_to> 
<d i str i bute_to>user„1 0@of f i ce. com</d i str i bute__to> 
</workf low_info> 



tbliE#2 003-3069760 



!$m 2002-299658 



^-v: 4/ 



[0 5] 



Q 



t ^ 



3 O 



*I2 



ACLt>7 U— h 
A^bACL 



2 O 



2 1 




£t}fflE#2 003-3069760 



m M 2002-299658 ^- v : 5/ 

[0 6] 



User type 


Access type 


Permission 


Requirements 


author 


Read 


Allowed 


- 


Write 


Denied 


- 


Print 


Allowed 


PAC(Private Access) 


Hardcopy 


Allowed 


- 


approver 


Read 


Allowed 




Write 


Denied 


- 


Print 


Allowed 


PACCPrivate Access) 


Hardcopy 


Allowed 


- 


distribute.to 


Read 


Allowed 


- 


Write 


Denied 




Print 


Allowed 


PAC(Private Access) 


BDPCBackground Dot Pattern) 


EBC(Embedding Barcord) 


Hardcopy 


Allowed 


RAD(Record Audit Data) 



ailiE# 2 003-3069760 



3&m 2002-299658 



^-v: 6/ 



[07] 



User type 


Access type 


Permission 


Requirements 


author OO^office.com 


Read 


Allowed 




Write 


Denied 




Print 


Allowed 


PAC(Private Access) 


Hardcopy 


Allowed 




approver_01@offide.com 


Read 


Allowed 




Write 


Denied 




Print 


Allowed 


PAG(Priv/ate Ar.ne«;<;) 


Hardconv 


Allowed 

W \ 1 1 \S V V V* VJ 




useM O@office.com 


Read 


Allowed 

t % 1 1 V/ V ¥ W V4 




Write 


Denied 




Print 


Allowed 


PACCPrivate Access) 


BDPCBackground Dot Pattern) 

L_r l V l_/ CJ v'\fcl VJ VII 1 VI L-^ VJ V 1 CJ V ■ 1 1/ 


EBCCEmbeddiner Barcord) 


Hardconv 

i j c* i v_j v* \*s yj y 


Allowed 


RADCRecord Audit Data) 

1 A / IL/ V * w^l VJ W \ VJ Vt 1 V I-/ Q L.U/ 


user_1 1 @office.com 


Read 


Allowed 




Write 


Denied 




Print 


Allowed 


PACCPrivate Access) 


BDPCBackeround Dot Pattern) 


EBCCEmbedding Barcord) 


Hardconv 


Allowed 

t % 1 IV/ TV v» VJ 


RADCRecord Audit Data) 

I A/*V» \ 1 ^WV'V/l VJ r\ VI VJ 1 V Lr CI LU/ 


user_20^office.com 


Read 


Allowed 

/ \ 1 1 V_f If W VI 




Write 


Denied 




Print 


Allowed 


PACCPrivate Access) 

1 nvyyi i * v cj v v* v* v» v* 


BDPCBackground Dot Pattern) 


EBCCEmbedding Barcord) 


Hardcopy 


Allowed 


RADCRecord Audit Data) 


user_2 1 ^office.com 


Read 


Allowed 




Write 


Denied 




Print 


Allowed 


PAC(Private Access) 


BDPCBackground Dot Pattern) 


EBCCEmbedding Barcord) 


Hardcopy 


Allowed 


RADCRecord Audit Data) 



ttifl# 2 003-3069760 



&m 2002-299658 



^-v: 7/ 





a 



i 

n 



-R 



tbfHf 2 0 0 3 



-3069760 



#SE 2002-299658 



8/ 



[09] 




miiE# 2003-3069760 



mm 2 0 0 2 - 2 9 9 6 5 8 ^- V \ 9/ 

4 



[mi o] 



irementl 






















Requ 




RAD 


OCLQQ 
< O CD < 

CL CD uj tr 










RAD 






c 
o 






















Permiss 




Allowed 


Allowed 


Denied 








Allowed 


Denied 


Denied 


Access Type 




Read 


Print 


Hardcopy 








Read 


Print 


Hardcopy 


User Type 


Level 


Medium 


High 






High 


High 


> 
o 

tUJ 
<D 

-M 
CO 

o 


Technical 


jTechnical 


Human Resource 
























<u 

CL 
I— 1 


Sensitiv 


Medium 








High 


High 




1 Document 


I Category 


Technical 


Technical 


Human Resource 



tBSEiff 2003-3069760 



4 

[mil] 



m% 2002-299658 



^— ->*: io/E 



Document type 


Security attributes 




Category 


Sensitivity 


RESEARCH_PLAN 


Technical 


Medium 


GENERAL.CONTRACT 


Contract 


Basic 


TOP.SECRET 


General 


High 



mm 2 003-3069760 



# m 2002-299658 



^-v! 1/E 



-tf^l 2 H K*jl* > h I D^#SPLT7-^7U— IfKJl 2 a £M1-£ 0 
T^-tx$lJ«-^"2 (±, 7-?7n- |f$gl 2 a <0 7 r >f ;P * 4 -fbZftfcLtz 
ACLf >7"I/- h £r }ft tti i~ -!> 0 T ? -fc X$IJ^+h-/s~ 2 (±, Jflffi L£ A C L x > 

--4fGD.x--»f I D£#ALTAC L ££j£U L£ A C L tcftoVT K^a 

[ii^m] m i 



ttlliE#2 003-3069760 



Jftgg 2002-299658 
tB I A i I ffi i 



^ [000006747] 
n^.^-n 0 1 9 9 0^ 8 £ 2 4 0 

0 2002^ 5^170 



